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Public S ervice C o m m issio n — M ID AS HR /Payro ll

1 .0 M A IN P O IN TS

Th e Public S ervice C o m m issio n (P S C )is th e cen tral h um an reso urce agen cy fo r staff
em plo yed prim arily by go vern m en t m in istries.P S C is respo n sible fo r adm in isterin g th e
h um an reso urces an d payro ll in fo rm atio n system – M IDAS HR /Payro ll. Th is system
co n tain s co n fiden tial perso n n el an d payro ll in fo rm atio n o fstaffem plo yed prim arily in
G o vern m en tm in istries.

In 2013,P S C h ad effective cen tral co n tro ls to m an age an d secure M IDAS HR /Payro ll
an d its data w ith tw o exceptio n s.First,P S C staffdid n o talw ays perfo rm th e review o f
k ey payro ll repo rts in a tim ely m an n er. Th is in creases th e risk o fin co rrect payro ll
am o un ts.S eco n d,P S C did n o trem o ve un n ecessary privileged useraccess o n a tim ely
basis. Th is in creases th e risk o fin appro priate access an d un auth o rized ch an ges to
M IDAS HR /Payro ll an d its data.

2 .0 IN TR O D U C TIO N

U n derThe Public Service Act, 1998,th e Public S ervice C o m m issio n (P S C )is th e cen tral
h um an reso urces agen cy fo r abo ut 12,000 staffem plo yed prim arily by go vern m en t
m in istries.1 P S C pro vides leadersh ip an d po licy directio n fo r th e develo pm en t o fa
pro fessio n al public service. It delivers h um an reso urce services in cludin g staffin g,
classificatio n o fpo sitio n s,co m pen satio n an d labo urrelatio n s.

S in ce M arch 2006, P S C h as been respo n sible fo r th e M ulti-In fo rm atio n al Database
Applicatio n S ystem – h um an reso urces an d payro ll (i.e., M IDAS HR /Payro ll). S in ce
February 9,2010,a cen tralized un it o fP S C called th e E m plo yee S ervice Cen tre (E S C )
h as been respo n sible fo rpro vidin g em plo yee,payro ll,an d ben efitadm in istratio n fo rall
m in istry em plo yees.

M IDAS HR /Payro ll h elps P S C , m in istries, an d o th er go vern m en t agen cies m an age
em plo yee in fo rm atio n (i.e.,ben efits,salary,jo b assign m en t,an d train in g)an d pro cesses
payro ll tran sactio n s.In th e pastyear,M IDAS HR /Payro ll reco rded o ver $1.08 billio n in
payro ll expen ses fo rabo ut12,000 em plo yees.2

G iven P S C ’s o verall respo n sibility fo r M IDAS HR /Payro ll,it m ust h ave effective cen tral
co n tro ls to m an agean d secureM IDAS HR /Payro ll an d its in fo rm atio n .

3 .0 A U D ITO B JEC TIVE, S C O P E, C R ITER IA , A N D C O N C LUSIO N

Th e o bjective o fth is auditw as to assess w h eth erP S C h ad effective cen tral co n tro ls to
m an age an d secure M IDAS HR /Payro ll an d its data fo rth e tw elve-m o n th perio d en ded
Decem ber31,2013.Th is auditdid n o tassess th e adequacy o fco n tro ls atuseragen cies

1 Public S erviceC o m m issio n ,2012-13 Annual Report.
2 M in istry o fFin an ce,Public Accounts 2012-13 Volume 2.
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(e.g.,m in istries).R ath er,itfo cused o n th e cen tral co n tro ls to m an age an d secureM IDAS
HR /Payro ll an d its data atP S C .

U seragen cies rely o n P S C ,as a service pro vider,to h ave effective cen tral co n tro ls an d
carry th em o utpro perly.

W e co n ductth is auditan n ually to suppo rto uraudits o fm in istries an d o th ergo vern m en t
agen cies th atare P S C ’s clien ts.W e used auditcriteria based upo n th e Trust Services
Principles, Criteria, and Illustrations auth o red by th e Can adian In stitute o fC h artered
Acco un tan ts an d th e Am erican In stitute o fCertified Public Acco un tan ts, as w ell as
in tern atio n al stan dards,literature,an d repo rts o fo th er legislative audito rs.O ur criteria,
set o ut in Figure 1, describe th e k ey pro cesses th at w e expect P S C to h ave. P S C
agreed w ith th e criteria.

Th ro ugh o uto uraudit,w e fo llo w ed th e stan dards fo rassuran ce en gagem en ts publish ed
in th e CPA Canada Handbook – Assurance.W e based o urfin din gs o n o urexam in atio n
o fP S C ’s agreem en ts,plan s,repo rts,po licies,an d pro cesses.W e also in terview ed P S C
staffan d exam in ed P S C ’s co n tro ls to secure M IDAS HR /Payro ll.

Figure 1— AuditC riteria

E ffectivecen tral co n tro ls to m an agean d secure M IDAS HR /Payro ll an d its data sh o uld in cludeco n tro l
pro cesses th at:

1. M o n ito rthe system an ddata cen trally
1.1 R espo n sibilities to m an agean d secureth esystem an d data areclearly defin ed
1.2 M an agem en th as appro ved po licies an d pro cedures
1.3 M an agem en tm o n ito rs security an d system o peratin g as plan n ed

2. Pro tectthe system an ddatafro m un auth o rizedaccess
2.1 U seraccess co n tro ls pro tectth esystem an ddata fro m un auth o rized access
2.2 P h ysical security co n tro ls pro tectth e system an ddatafro m un auth o rized access

3. M ak e the system an ddata availablefo ro peratio n
3.1 S ystem an d data back ups o ccuran d aretested
3.2 Disasterreco very plan s arein placean d tested

4. M ain tain the in tegrity o fthe system an ddata
4.1 Pro cesses to m an age th esystem an ddata existan d arefo llo w ed
4.2 C h an ge m an agem en tpro cesses existan d arefo llo w ed

W e co n cluded that,fo r the tw elve-m o n th perio d en ded Decem ber 31,2013,the
Public S ervice C o m m issio n had effective cen tralco n tro ls to m an age an d secure
M ID AS HR /Payro llan dits data exceptfo rthe fo llo w in g tw o areas.P S C n eeds to :

Pro m ptly rem o ve privileged user access w hen in dividuals leave the em plo y o f
P S C

Fo llo w its pro cesses fo rdo cum en tin g the tim ely review o fk ey payro llrepo rts

4 .0 K EYFIN D IN GS A N D R EC O M M EN D A TIO N S

In th is sectio n ,w e describe o ur k ey fin din gs an d reco m m en datio n s related to th e audit
criteria in Figure 1.
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4.1 Pr o m p t R em o valo f U n n ecessary Privileged U ser
Access N eeded

P S C is respo n sible fo r en surin g th at o n ly auth o rized peo ple h ave privileged access to
M IDAS HR /Payro ll data, specifically Hum an R eso urce Payro ll Adm in istrato r (HR PA)
access. HR PA access pro vides users w ith access to sen sitive an d co n fiden tial
in fo rm atio n required to co m plete payro ll pro cessin g atP S C .

Durin g th e tw elve-m o n th perio d en ded Decem ber 31, 2013, w e n o ted tw o in stan ces
w h ere P S C did n o t requestrem o val o fun n eeded HR PA access o n a tim ely basis.Fo r
o n e in dividual,P S C did n o trem o ve th e in dividual’s HR PA access un til 30 days afterth e
lastday o fem plo ym en tw ith P S C .

N o t rem o vin g access o fin dividuals w h o n o lo n ger w o rk fo r P S C in creases th e risk o f
in appro priateaccess an d un auth o rized ch an ges to th e system an d data.

4.2 N eed T im ely R eview o fPayr o llR ep o r ts

Payro ll pro cedures im plem en ted at P S C require staffto regularly gen erate an d review
payro ll repo rts prio rto payro ll bein g paid.

Alth o ugh P S C h as sign ifican tly im pro ved its review o fpayro ll repo rts fro m prio r years,
w e iden tified o n e in stan ce in o ur testin g w h ere a repo rt used to fo rm ally review an d
appro ve3 payro ll prio rto paym en tw as n o treview ed un til afterth e pay date.

R eview o f payro ll repo rts h elps iden tify specific risk s asso ciated w ith th e payro ll
pro cess.Th ese risk s in clude in co rrectin puto fpayro ll in fo rm atio n (e.g.,n um bero fh o urs
fro m tim esh eets,salary ch an ges,co din g o fh o urs w o rk ed),an d th us in co rrectpay bein g
m ade to an em plo yee.Tim ely review o fth e payro ll repo rts is required to tak e co rrective
actio n prio rto payro ll bein g paid.

3 In acco rdan cew ith The Financial Administration Act, 1993.

1. W e reco m m en d that the Public S ervice C o m m issio n fo llo w its
established pro cedures requirin g pro m pt rem o val o f un n ecessary
privilegeduseraccess to M ID AS HR /Payro lldata.

W e reco m m en ded th atth e Public S ervice C o m m issio n co n sisten tly do cum en tits
review o fpayro ll repo rts an d reso lutio n o fm atters resultin g fro m its review .(2010

R epo rt– Vo lum e 1;Public Acco un ts C o m m itteeagreem en t– Jun e7,2011)

S tatus – Partially Im plem en ted
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In 2014,P S C plan s to im plem en t an auto m ated quality co n tro l pro cess to co o rdin ate
an d distribute repo rts, w h ich w ill also iden tify payro ll repo rts th at h ave n o t been
review ed prio rto payro ll bein g paid.

4.3 K ey Payr o llActivities Fo r m alized

Durin g 2013,P S C satisfacto rily im plem en ted clien t service agreem en ts (C S As)w ith its
user agen cies (e.g., m in istries). Pro visio n s o f each C S A clarified k ey payro ll
respo n sibilities fo rk ey payro ll activities betw een P S C an d its useragen cies.
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